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DISK PROTECT

DISK PROTECT ENCRYPTION
SOFTWARE HAS BEEN
INDEPENDENTLY CERTIFIED
UNDER CPA FOR LAPTOPS,
DESKTOPS AND REMOVABLE
MEDIA


http://www.becrypt.com/uk
https://www.becrypt.com/uk/products/device-encryption/

ENCRYPTION IS

ONE OF THE MOST
RECOGNISED AND
WIDELY DEPLOYED
SECURITY CONTROLS

Escalating attacks

Today cybercrime is pervasive, and organisations are
finding that cybercriminals have increasingly diversified
who they target and why. Likewise, tools and techniques
are evolving faster than organisations’ defences. This
means no company, however large or small, can assume
they won't be a victim.

Additionally, companies depend on increasingly
interconnected networks and systems, while data is
growing in volume and value. With cumulative regulatory
pressures, such as GDPR, no company is immune to costly
data breach, and now more than ever, organisations are
focused on appropriately managing their cyber risks and
liabilities.

The need to protect data

Becrypt's Disk Protect is the ideal data security solution for
both the enterprise and small businesses, simplifying data
protection in line with industry and government standards.
Disk Protect ensures that all data is safely encrypted, with
no change in performance for the end user. Designed

to enable security conscious organisations to deploy

into their workforce with confidence, the government
accredited software is compatible with a range of devices
and operating systems.

Disk Protect is one of the most secure software disk
encryption solutions in the market today. It supports all
the modern requirements demanded of a general purpose
disk encryption product, and has been approved by the
National Cyber Security Centre (NCSC). Achieving NCSC
Commercial Product Assurance (CPA)" is significant

as itis one of the most thorough certifications in the
industry. CPA assesses the overall product quality and
implementation, looking at the security architecture to
make sure that it has been designed and implemented
in a sensible way, as well as the supplier organisation’s
development processes.

1. CPA is the Commercial Product Assurance Scheme run by the NCSC
(National Cyber Security Centre).
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YET ONLY 4 o/o

OF DATA BREACHES
ARE CONSIDERED
‘SECURE BREACHES’
WHERE ENCRYPTION
MAKES STOLEN FILES
USELESS

More than just encryption

Disk Protect does more than just encrypt, it protects
organisations from data leakage with its removable
media encryption, and enables better visibility and asset
management with Becrypt Enterprise Manager:

*  Removable Media Module, allows an organisation
to encrypt data on external storage devices without
compromising flexibility. RMM provides transparent
encryption making data inaccessible in the wrong hands,
should media be lost or stolen. Working alongside
Becrypt Enterprise Manager, RMM is an easy to use,
cost-effective solution to USB encryption, and can be
deployed to prevent un-authorised media use.

«  Becrypt Enterprise Manager (BEM) is a central
management suite that enables organisations to
manage and audit their estate of Becrypt data security
products. BEM enables organisations to easily create
and apply policies, carry out fast risk assessments
in the event of a lost or stolen device, easily address
problems such as forgotten passwords, and aids in the
set up and quick deployment of Becrypt software. BEM
makes it straightforward to comply with data policies
set by organisations and industries with every user event
logged and reported in the BEM database, for quick
auditing, and a full view of end user events and usage.

Please note the Commercial Product
Assurance (CPA) scheme is no longer
running.




Buying encryption from a specialist

Becrypt's government heritage, expertise and product capabilities mean it
is viewed by customers as a trusted advisor. With the products’ simplicity
of use and independent assurance, Disk Protect can be used to support

a comprehensive risk management strategy providing the protection
organisations need for Data at Rest.
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User friendly
Easy to deploy and use, much like any mobile phone, all you need to do is enter a
password.
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Buy British

We're here to help. You'll have immediate access to experts. Our UK support desk
operates working hours in your time zone.
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Assurance
Becrypt has the only product that has been through the government Commercial
Product Assurance scheme? at Augmented level.

Proof of encryption

Dynamic reporting ensures organisations maintain proof of active encryption
- minimising reporting requirements if organisations do experience loss of a
device.

o

=
Broad platform support

We don't solve half the problem by only encrypting your laptop. We tackle data
compliancy in the most holistic way with RMM and BEM capabilities.

KEY TECHNICAL
SPECIFICATIONS




#becrypt

WHY BECRYPT?

With a heritage of creating National Cyber Security
Centre-certified products, Becrypt is a trusted provider of
endpoint cybersecurity software solutions. Becrypt helps
the most security conscious organisations to protect their
customer, employee and intellectual property data. It has
an established client base which includes governments
(central and defence), wider public sector, critical national
infrastructure organisations and SMEs.

As one of the early pioneers in disk encryption software to
today being first to market with a unique desktop operating
system, Becrypt continues to bring innovation to endpoint
cyber security technology. A recognised cyber security
supplier to the UK government, Becrypt's software also
meets other internationally accredited security standards.
Through its extensive domain and technical expertise,
Becrypt helps organisations optimise the use of new cyber
security technologies and its data protection solution Disk
Protect Suite delivers the security required for the modern
age.

GET IN TOUCH
If you would like to find out more about Disk Protect Suite,
please contact us on:

0845 838 2080
View us O Follow us @ Support us

Address: Becrypt Ltd, Artillery House, 11-19 Artillery
Row, London SW1P 1RT, United Kingdom


https://www.linkedin.com/company/becrypt
https://twitter.com/Becrypt
https://www.becrypt.com/uk/
https://www.becrypt.com/uk/

